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Abstract: Other than security, another major concern in cryptography is efficiency to ensure 

cryptosystem could be embedded and deployed in various communication devices. Encrypting 

high numbers of data would consume high computational and storage capacity costs. These 

issues could affect the efficiency of cryptosystem. One of the approaches to overcome these 

issues is by integrating data compression technique into cryptosystem. To avoid any encryption 

and decryption error, lossless compression techniques are deployed in cryptography. The 

compression techniques are deployed to reduce either the size or number of plaintexts prior to 

encryption algorithm. Nevertheless, the sizes of the compressed plaintext are still large. To deal 

with this issue, we proposed a simple technique with ability for reducing the sizes of the 

compressed plaintext. The inverse of this technique is able to recover the original value of the 

data without any loss or difference compared to the original data. With smaller sizes, the 

encryption algorithm would process inputs with smaller sizes, and these could potentially make 

the encryption algorithm be executed in cheaper computational and storage capacity costs. 

 

Keywords: Cryptography, data compression, lossless compression, continued fraction, 

Euclidean algorithm. 
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Introduction  

The role of cryptography in network security becomes more crucial during this pandemic era 

since most of our daily tasks are done through the Internet. Using cryptography, main security 

goals such as confidentiality, data integrity, authentication and non-repudiation could be 

achieved (Abbasi & Singh, 2021). To provide confidentiality, readable data known as plaintext 

are transformed becomes unreadable data known as ciphertext via encryption algorithm. Then, 

an authorized sender known as Bob sends the ciphertext to an authorised recipient, known as 

Alice. In order to read the data, Alice retransforms the ciphertext to become plaintext via 

decryption algorithm. Both the encryption and decryption algorithms are executed using keys, 

known as encryption and decryption keys respectively. Other than security, another major 

concern in cryptography is efficiency to ensure cryptosystem could be embedded and deployed 

in various communication devices. Encryption of high numbers of data would consume high 

computational and storage capacity costs, for example in Advanced Encryption Standard (AES) 

and Rivest-Shamir-Adleman (RSA) cryptosystems (Al-Ahdal, 2021). This issue would affect 

the efficiency of cryptosystem. One of the approaches to overcome this issue is by applying the 

data compression technique prior to the encryption algorithm (Wahab, et al., 2021; Hameed, et 

al., 2020; Brindhashree & Prakash, 2020). 

 

Basically, data compression is used to encode data using fewer bits compared to its original 

bits. Data compression can be categorized as lossy and lossless compressions. Lossy 

compression techniques are widely used for image, audio and video where lostness of a few 

bits from the original data after decompression step is acceptable. On the contrary, lossless 

compression techniques are more suitable to be used in cryptography to ensure the original 

message could be recovered after decompression stage without any lostness even a single bit of 

the message. There are several lossless compression techniques have been applied in 

cryptography. Recently, Huffman coding is applied by Bouguessa et. al (2021) and Abdel 

Wahab et. al (2021), Lempel-Ziv-Welch (LZW) compression is applied by Rahim et. al (2018) 

and Novamizanti et. al (2015) while Run Length Encoding (RLE) algorithm is applied by 

Hasugian et. al (2020) and Elsayed (2014). Using these techniques, the size of original data can 

be significantly reduced.  

 

Other than reducing the size of data, another approach that worth to be explored is by reducing 

the numbers of data as done by the Continued Fraction and Euclidean Algorithm (CFEA) 

compression technique. The CFEA-technique was first applied to the RSA cryptosystem in 

(Chang & Mandangan, 2013). The CFEA-technique has two stages, namely the compression 

and decompression stages. In the compression stage, the continued fraction is used to reduce 

the number of 𝑘-plaintext 𝑚1, 𝑚2, … 𝑚𝑘 ∈ ℤ+, where 𝑘 ∈ 𝑁 and 𝑘 > 2, become only two 

plaintexts 𝑀1, 𝑀2 ∈ ℤ+ regardless how large is the 𝑘. Then, Euclidean algorithm is deployed in 

the decompression stage to recover the original 𝑘-plaintext from the compressed 2-plaintext 

𝑀1, 𝑀2. Then, Mandangan et. al (2015) integrated the CFEA-technique on other asymmetric 

cryptosystems such as the El-Gamal and Elliptic-Curve Cryptography (ECC) cryptosystems. 

Recently, the CFEA-technique is employed by Siriboonpipattana et al. (2020) and Daud et. al 

(2020) to improve the efficiency of RSA and Baptista Symmetric Chaotic cryptosystems 

respectively. 

 

Although the number of plaintexts could be compressed from 𝑘-plaintext to only 2-plaintext, 

the sizes of the compressed 2-plaintext 𝑀1, 𝑀2 are much larger than each of the 𝑘-plaintext 

𝑚1, 𝑚2, … 𝑚𝑘. The larger the 𝑘 is, the larger the sizes of the compressed 2-plaintext 𝑀1 and 𝑀2 

(Mandangan, et al., 2014). Although the numbers of the plaintext can be drastically reduced to 
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only 2, the large sizes of these compressed-plaintext 𝑀1, 𝑀2 would affect the efficiency of the 

public-key cryptosystems. Clearly, new effort for reducing the sizes of this compressed 

plaintext 𝑀1, 𝑀2 is demanded. By reducing the sizes of the compressed 2-plaintext 𝑀1, 𝑀2, 

there is a prospect for further improving the efficiency of the public-key cryptosystems.   

 

In this paper, we proposed a simple technique for making the size of the compressed 2-plaintext 

𝑀1, 𝑀2 smaller than before. The proposed technique, named as Reduction-by-Percentage (RbP) 

technique, is expected to be able to reduce the sizes of the 𝑀1, 𝑀2 more than 90% than the 

original sizes. The size reduction is expected would give a significant improvement in terms of 

computational and storage capacity costs in asymmetric cryptosystems. 

 

Methodology 

The idea behind the proposed technique is to reduce the size of the compressed-plaintext prior 

to the encryption algorithm. In cryptography, it is crucial to ensure that the decrypted ciphertext 

is exactly the same as the original message without any single difference. That means, lossless 

compression must be used instead of lossy compression. In this technique, the reduction of the 

compressed-plaintext is done by reducing its value based on certain percentage. By adding the 

outcome to the same percentage value, then the original value can be reobtained without losing 

any single bit of it. The formation of the technique and how its working is discussed in the 

following sections.    

 

Reduction-by-Percentage Technique 

Basically, percentage is a ratio or fraction with denominator that is fixed as 100. The percentage 

is normally used to represent value of certain portion from the whole amount. The percentage 

also can be used to make an increment on the whole amount or decrement from the whole 

amount. Consider the following definition: 

 

Definition 1: Let 𝐴, 𝐵, 𝑝 ∈ ℝ+ where 𝑝 ∈ (0,99]. If 𝐴 − 𝐵 = (
𝑝

100
) 𝐵, then 𝐴 is larger 𝑝% than 

𝐵. If 𝐴 − 𝐵 = − (
𝑝

100
) 𝐵, then 𝐴 is smaller 𝑝% than 𝐵. 

 

Based on Definition 1, 𝑝% from 𝐵 can be added to 𝐴 to make 𝐴 larger 𝑝% than 𝐵. On the 

contrary, 𝑝% from 𝐵 also can be deducted from 𝐴 to make 𝐴 smaller 𝑝% than 𝐵. From this 

fact, the Reduction-by-Percentage (RbP) technique is developed. It has two stages, named as 

reduction stage and recovery stage. 

 
 

Definition 2: Let 𝑀, 𝑝 ∈ ℤ+ where 𝑝 ∈ (0,99]. The reduction stage in the Reduced-by-

Percentage technique is defined as follows, 

𝑀̂ = 𝑀 (1 −
𝑝

100
) ∈ ℝ+. 

 

Now, consider the following proposition: 

 
 

Proposition 1: Let 𝑀, 𝑝 ∈ ℤ+ and 𝑀̂ ∈ ℝ+ where 𝑝 ∈ (0,99]. If  

𝑀̂ = 𝑀 (1 −
𝑝

100
) > 0, 

 

then, 𝑀̂ < 𝑀 in 𝑝%. 

Proof 
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Note that,  

𝑀̂ − 𝑀 = 𝑀 (1 −
𝑝

100
) − 𝑀 

= 𝑀 −
𝑀𝑝

100
− 𝑀 

= −
𝑀𝑝

100
. 

 
Based on Definition 1, 𝑀̂ < 𝑀 in 𝑝%. 

 

Example 1: Let 𝑀 = 12345 and 𝑝 = 75. Then, 

 

𝑀̂ = 𝑀 (1 −
𝑝

100
) = 12345 (1 −

75

100
) = 3086.25 

 

Note that, 

𝑀̂ − 𝑀 = 12345 − 3086.25 = −9258.75 
and 

− (
𝑝

100
) 𝑀 = − (

75

100
) 12345 = −9258.75. 

 

Therefore, 𝑀̂ < 𝑀 in 75%. 

 

To recover the original value 𝑀, recovery stage in the RbP-technique is required.  

 

Proposition 2: Let 𝑝 ∈ ℤ+ where 𝑝 ∈ (0,99] and 𝑀̂ ∈ ℝ+ where 

 

𝑀̂ = 𝑀 (1 −
𝑝

100
). 

 
Then, the recovery stage in the Reduced-by-Percentage technique is done as follows, 

 

𝑀 = 𝑀̂ (
100

100 − 𝑝
). 

Proof 

Since  

𝑀̂ = 𝑀 (1 −
𝑝

100
), 

 
then 

𝑀 =
𝑀̂

(1 −
𝑝

100)
=

𝑀̂

(
100 − 𝑝

100 )
= 𝑀̂ (

100

100 − 𝑝
). 

 

Example 2: Let 𝑀̂ = 3086.25 and 𝑝 = 75. Then, 

 

𝑀 = 𝑀̂ (
100

100 − 𝑝
) = 3086.25 (

100

100 − 75
) = 12345. 
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Reducing Sizes of the Compressed Plaintext 

As shown in the previous section, the Reduction-by-Percentage (RbP) technique could reduce 

the value of a number based on a particular percentage in its’ reduction stage. By reversing the 

reduction stage, the actual value of the reduced number could be recovered. This process is 

done in the recovery stage of the RbP-technique. The recovery stage yields exactly the original 

number without any change or difference even a single digit. That means, the RbP-technique 

can be considered as a lossless compression technique. The only issue to be addressed is the 

reduction stage of the RbP-technique yields a non-integer value, 𝑀̂ ∈ ℝ+. This issue could limit 

the application of the RbP-technique in cryptography since the input of the encryption and 

decryption algorithms are normally in integer forms. Nevertheless, the non-integer 𝑀̂ could be 

ensured as having at most two digits after its decimal point. Consider the following lemma: 

 

Lemma 1: Let 𝑀, 𝑝 ∈ ℤ+ and 𝑀̂ ∈ ℝ+ such that 

 

𝑀̂ = 𝑀 (1 −
𝑝

100
) 

 
𝑝 ∈ (0,99]. If 𝑀 > 100, then 𝑀̂ = 𝑞 + 𝑠 where 𝑞 ∈ ℤ+, 𝑠 ∈ [0,1) and 𝑠 has at most 2 digits 

after the decimal point.   

 

Proof 

 

Given that, 

𝑀̂ = 𝑀 (1 −
𝑝

100
). 

 
Thus, 

𝑀̂ = 𝑀 (
100 − 𝑝

100
) =

100𝑀 − 𝑀𝑝

100
. 

 
Since 𝑝 ∈ ℤ+ and 𝑝 ∈ (0,99], then 100𝑀 − 𝑀𝑝 > 0. Denote 100𝑀 − 𝑀𝑝 = 𝑢 where 𝑢 ∈ ℤ+.  

 

The smallest value for 𝑝 is 𝑝 = 1. By letting 𝑝 = 1, we have 

 

100𝑀 − 𝑀𝑝 = 𝑀(100 − 𝑝) = 𝑀(99) 
 

Let 𝑀 > 100. Then, 99𝑀 > 100. Thus, 

 
99𝑀

100
= 𝑞1 +

𝑟1

100
 

 
where 𝑞1 ∈ ℤ+, 𝑟1 ∈ ℤ and 𝑟1 ∈ [0,100).  

 

The biggest value for 𝑝 = 99. By letting 𝑝 = 99, we have  

 

100𝑀 − 𝑀𝑡 = 𝑀(100 − 99) = 𝑀 
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Since 𝑀 > 100, then  
𝑀

100
= 𝑞2 +

𝑟2

100
 

 
where 𝑞2 ∈ ℤ+, 𝑟2 ∈ ℤ and 𝑟2 ∈ [0,100). Note that, 𝑞1, 𝑞2 ∈ ℤ+ and 𝑟1, 𝑟2 ∈ [0,100).  

 

Therefore, 

𝑀̂ = 𝑞 + 𝑠 
 

where 𝑞 ∈ ℤ+, 𝑠 ∈ ℚ and 𝑠 ∈ [0,1). Since 

 

𝑠 =
𝑟

100
 

 
where 𝑟 ∈ ℤ and 𝑟 ∈ [0,100), then 𝑠 has at most 2 digits after the decimal point. 

 

As proven in Lemma 1, the reduced number 𝑀̂ can be guaranteed as having only 2 digits after 

its decimal point by ensuring that the value of 𝑀 is larger than 100.  

 

By considering the results from Lemma 1, we proposed a strategy to combine the RbP-

technique with the CFEA-technique. The idea is to use the CFEA-technique to compress the 

numbers of plaintext from 𝑘-plaintext, 𝑚1, 𝑚2, … , 𝑚𝑘 ∈ ℤ+ where 𝑘 ∈ 𝑁 and 𝑘 > 2, to only 2-

plaintext 𝑀1, 𝑀2 ∈ ℤ+. Then, the RbP-technique is deployed to reduce the size of the 

compressed 2-plaintext 𝑀1, 𝑀2 based on certain percentages, for instance, 𝑝%. Thus, the 

reduction stage reduces the plaintext 𝑀1 becomes 𝑀̂1 ∈ ℝ+ where 𝑀̂1 is 𝑝% smaller than 𝑀1. 

Similarly, the reduction stage reduces the plaintext 𝑀2 becomes 𝑀̂2 ∈ ℝ+ where 𝑀̂2 is 𝑝% 

smaller than 𝑀2. Note that, 𝑀̂1, 𝑀̂2 ∈ ℝ+ with at most 2 digits after the decimal points of these 

numbers. A shown in Lemma 1, both plaintext 𝑀̂1 and 𝑀̂2 can be represented as,  

 

𝑀̂1 = 𝑞1. 𝑠1, and 𝑀̂2 = 𝑞2. 𝑠2 

 

where 𝑞1, 𝑞2 ∈ ℤ+ are quotient parts of 𝑀̂1 and 𝑀̂2 respectively, while 𝑠1, 𝑠2 ∈ ℤ+ are the digits 

in the decimal parts of 𝑀̂1 and 𝑀̂2 respectively. Note that, each 𝑠1 and 𝑠2 has at most two digits. 

By separating the quotient part and the decimal part of the reduced 2-plaintext 𝑀̂1, 𝑀̂2 and 

putting these values as ordered pair, then we have the following smaller plaintext,  

 

𝑀̂1
′ = (𝑞1, 𝑠1), and 𝑀̂2

′ = (𝑞2, 𝑠2). 
 

To demonstrate the encryption and decryption algorithm, let 𝑒𝑘 as an encryption function with 

encryption key 𝑘 and 𝑑𝑘′ as a decryption function with decryption key 𝑘′. Thus, encryption on 

𝑀̂1
′  yields 2-ciphertext (𝐶1,1, 𝐶1,2) as, 

 

𝑒𝑘(𝑞1) = 𝐶1,1 and 𝑒𝑘(𝑠1) = 𝐶1,2. 
 

Similarly, encryption on 𝑀̂2
′  yield 2-ciphertext (𝐶2,1, 𝐶2,2) as, 

 

𝑒𝑘(𝑞1) = 𝐶1,1 and 𝑒𝑘(𝑠2) = 𝐶1,2. 
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To read the message, the ciphertext pairs (𝐶1,1, 𝐶1,2) and (𝐶2,1, 𝐶2,2) are decrypted as, 

 

𝑑𝑘′(𝐶1,1) = 𝑞1, 𝑑𝑘′(𝐶1,2) = 𝑠1, 

𝑑𝑘′(𝐶2,1) = 𝑞2, 𝑑𝑘′(𝐶2,2) = 𝑠2. 
 

Then, the reduced 2-plaintext can be reformed as 𝑀̂1
′ = (𝑞1, 𝑠1) and 𝑀̂2

′ = (𝑞2, 𝑠2). Then, 

recovery stage of the RbP-technique is used to recover the compressed 2-plaintext 𝑀1, 𝑀2. 

Finally, decompression stage of the CFEA-technique is used to recover all the original messages 

𝑚1, 𝑚2, … , 𝑚𝑘. The proposed strategy can be illustrated in the following table:  

  

Table 1: A Strategy to Combine the CFEA and RbP Techniques in an Asymmetric 

Cryptosystem 

Suppose that Bob wants to send 𝑘-plaintext 𝑚1, 𝑚2, … , 𝑚𝑘 ∈ ℤ+ to Alice. They agree to 

use an asymmetric cryptosystem with integrated CFEA and RbP techniques.  

Alice (authorized recipient) Bob (authorized sender) 

Perform key generation algorithm  

Sends encryption key 𝑘 to Bob and keeps 

decryption key 𝑘′ privately.  

Deploys the compression stage of the CFEA-

technique to compresses the 𝑘-plaintext 

𝑚1, 𝑚2, … , 𝑚𝑘 and obtain the compressed 2-

plaintext 𝑀1, 𝑀2. 
 Deploys the reduction stage of the RbP-

technique to reduce the compressed 2-

plaintext 𝑀1, 𝑀2 and obtain the reduced 2-

plaintext 𝑀̂1, 𝑀̂2. 
 Represent the reduced 2-plaintext 𝑀̂1, 𝑀̂2 as 

𝑀̂1
′ = (𝑞1, 𝑠1) and 𝑀̂2

′ = (𝑞2, 𝑠2).  

 Encrypts the plaintext 𝑀̂1
′  and 𝑀̂2

′  as follows; 

𝑒𝑘(𝑞1) = 𝐶1,1, 𝑒𝑘(𝑠1) = 𝐶1,2, 
𝑒𝑘(𝑞1) = 𝐶1,1, 𝑒𝑘(𝑠2) = 𝐶1,2 

and forms the ordered pairs of ciphertext 

(𝐶1,1, 𝐶1,2) and (𝐶2,1, 𝐶2,2). 

 Sends (𝐶1,1, 𝐶1,2) and (𝐶2,1, 𝐶2,2) to Alice 

Decrypts the ciphertext pairs (𝐶1,1, 𝐶1,2) and 

(𝐶2,1, 𝐶2,2) as follows, 

𝑑𝑘′(𝐶1,1) = 𝑞1, 𝑑𝑘′(𝐶1,2) = 𝑠1, 

𝑑𝑘′(𝐶2,1) = 𝑞2, 𝑑𝑘′(𝐶2,2) = 𝑠2. 

 

Reform the plaintext 𝑀̂1
′ = (𝑞1, 𝑠1) and 

𝑀̂2
′ = (𝑞2, 𝑠2). Then, reform the reduced 2-

plaintext  𝑀̂1 = 𝑞1. 𝑠1 and 𝑀̂2 = 𝑞2. 𝑠2. 

 

Deploys the recovery stage of the RbP-

technique to recover the compressed 2-

plaintext 𝑀1, 𝑀2. 

 

Deploys the decompression stage of the 

CFEA-technique to obtain all the 𝑘-plaintext, 

𝑚1, 𝑚2, … , 𝑚𝑘. 
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Example 3: For 𝑘 = 10, suppose that 21, 34, 78, 16, 23, 77, 54, 29, 12, 73 ∈ ℤ+ be the 10-

plaintext. Compression stage of the CFEA-technique yields, 

21 +
1

34 +
1

78 +
1

16 +
1

23 +
1

77 +
1

54 +
1

29 +
1

12 +
1

73

=
2188211927177063

104054887712319
=

𝑀1

𝑀2
. 

 

Then, reduce the compressed 2-plaintext 𝑀1, 𝑀2 by 95% in the reduction stage of the RbP-

technique yields, 

 

𝑀̂1 = 𝑀1 (1 −
𝑝

100
) = 2188211927177063 (1 −

95

100
) = 109410596358853.15 

 

𝑀̂2 = 𝑀2 (1 −
𝑝

100
) =104054887712319(1 −

95

100
) = 5202744385615.95 

 
Now, represent the reduced 2-plaintext 𝑀̂1 and 𝑀̂2 as follows, 

 

𝑀̂1
′ = (𝑞1, 𝑠1) = (109410596358853, 15), 𝑀̂2

′ = (𝑞2, 𝑠2) = (5202744385615, 95). 
 

Encryption on 𝑀̂1
′  yield 2-ciphertext (𝐶1,1, 𝐶1,2) as follows, 

 

𝑒𝑘(109410596358853) = 𝐶1,1, 𝑒𝑘(15) = 𝐶1,2. 
 

Similarly, encryption on 𝑀̂2
′  yields 2-ciphertext (𝐶2,1, 𝐶2,2) as follows, 

 

𝑒𝑘(5202744385615) = 𝐶1,1, 𝑒𝑘(95) = 𝐶1,2. 
 

To read the message, the ciphertext (𝐶1,1, 𝐶1,2) and (𝐶2,1, 𝐶2,2) are decrypted as follows, 

 

𝑑𝑘′(𝐶1,1) = 109410596358853, 𝑑𝑘′(𝐶1,2) = 15, 

 

𝑑𝑘′(𝐶2,1) = 5202744385615, 𝑑𝑘′(𝐶2,2) = 95. 

 
Thus, the reduced 2-plaintext can be reformed as 𝑀̂1 = 109410596358853.15 and 𝑀̂2 =
5202744385615.95. Then, recovery stage of the RbP-technique is used to recover the 

compressed 2-plaintext 𝑀1 = 2188211927177063, 𝑀2 =104054887712319. Finally, 

decompression stage of the CFEA-technique recovers all the original messages as follows,  

 

2188211927177063 =104054887712319(21) + 3059285218364, 𝑚1 = 21 
104054887712319 = 3059285218364(34) + 39190287943, 𝑚2 = 34 
3059285218364 = 39190287943(78) + 2442758810, 𝑚3 = 78 
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39190287943 = 2442758810(16) + 106146983, 𝑚4 = 16 
2442758810 = 106146983(23) + 1378201, 𝑚5 = 23 
106146983 = 1378201(77) + 25506, 𝑚6 = 77 
1378201 = 25506(54) + 877, 𝑚7 = 54 
25506 = 877(29) + 73, 𝑚8 = 29 
877 = 73(12) + 1, 𝑚9 = 12. 
73 = 1(73) + 0, 𝑚10 = 73. 

 
Observe that, 𝑚1, 𝑚2, 𝑚3, 𝑚4, 𝑚5, 𝑚6, 𝑚7, 𝑚8, 𝑚9, 𝑚10 = 21,34,78,16,23,77,54,29,12,73, 

exactly similar to the original 10-plaintext. 

 

Conclusion 

In this paper, we proposed a Reduction-by-Percentage (RbP) technique with the ability for 

reducing the value and size of any number based on the fixed percentage value. By reversing 

the process, the original value of the reduced number could be reobtained without any changes 

compared to its original value. It means that the RbP-technique could be considered as a lossless 

compression technique. Hence, this technique is potentially applicable in cryptography for 

reducing the sizes of plaintext prior to the encryption algorithm. Moreover, we suggested a 

strategy for combining the RbP-techniques with the Continued-Fraction-Euclidean-Algorithm 

(CFEA)-technique to reduce not only the number of the plaintext from 𝑘-plaintext to only 2-

plaintext, but also to reduce the size of the compressed 2-plaintext to make it smaller before   

performance of the deployed cryptosystem. To verify this claim, thorough efficiency analysis 

on asymmetric cryptosystems with integrated RbP and CFEA techniques is suggested as future 

work. Moreover, other strategy for embedding the CFEA and RbP techniques in cryptosystem 

also would be interesting to be explored. 
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